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Implementation of a Intrusion Prevention System
Based on Monitoring System Call and Library Function Call
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Some intrusion prevention system has been studied to prevent a zero-day attack and an un-
known attack. The existing systems don’t hold enough program execution statuses; because
the systems use only system call’s past record. In this paper, we propose a novel intrusion
prevention system, named Belem, by monitoring both a system call and a library function
call. Belem checks a call stack before a library function is executing. We implemented Belem

on Linux, and evaluated it.
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