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Belem: Intrusion Prevention System
Based on Monitoring Library Function Call

Yuit MakimvoTo,*! Snorcur Sarro, !
YUSUKE FUrUYA,Tt HIRONORI SHIRATL, !
UEHARA TETSUTARO? and HirosH1 MaTsuof!

Some intrusion prevention system has been studied to prevent a zero-day at-
tack and an unknown attack. The existing systems don’t hold enough program
execution statuses; because the systems use only information and past record
of system call. In this paper, we propose a novel intrusion prevention system,
named Belem, by monitoring library function call. Belem checks a call stack
before a library function executes and completely observes process behavior.
We implemented Belem on Linux, and evaluated it.
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Fig.1 Example of action rule on related researches.
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Fig.2 Problem of action rule on related researches.
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Fig.3 Generation of action rule.
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Fig.6 Action rule of completely grasp method (Belem).
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Fig.7 Action rule of partially grasp method (e-NeXSh).
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Table 3 Average number of state transitions of partially grasp method (e-NeXSh).
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Table 4 Average number of state transitions of completely grasp method (Belem).
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Table 5 Observation overhead.
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#include <unistd.h>
char *argv[] = { "/bin/sh" };

int func(void){
void **fp = (void **) &fp;
fp[2] = execve;

fp[4] = argv[0];
fp[5] = argv;
fpl6] = 0;
return O;

int main(void){
return (func());
}
\ J
08 OoOooooOO 1

Fig.8 Program 1 for evaluation without return

address camouflage.
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#include <unistd.h>
char *argv[] = { "/bin/sh" };

int func(void){

void **fp = (void **) &fp;
fpl2]
fp[3] func;
fpl[4] = argv[0];
fp[5] = argv;
fpl6] = 0;
return O;

execve;

}

int main(void){
return (func());

}

o /

09 ooooooo 2

Fig.9 Program 2 for evaluation with return

address camouflage.
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